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(54) CIPHERING COMMUNICATION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To attain high speed transmission of 
ciphered data by using a ciphering key so as to apply decode 
processing to received ciphered data and synthesizing divided data in 
the order of numbers. 

SOLUTION: A transmitter side informs ciphering communication to a 
receiver side, received transmission data are divided for 512-byte 
each by a data division section 2 and numbers 1-N are provided to 
the divided data in the division order and the resulting data are stored 
in a data storage section 3. The ciphered data are sent from a data 
transmission section 8 in order. The ciphered data are received by a 
data reception section 10 and decoded by a decoding section 12 by 
using a common shared ciphering key and stored in a data storage 
section 1 3. The stored data are synthesized in the order of division 
numbers for each page by a data synthesis section 14. The 
synthesized data are outputted by a data output section 1 5 and the 
entire transmission signal data are outputted finally. 
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i ] "T-$ zmmiMT-m^-it bTSfsaucijt 

^Kc^jcS^HirStftJc, ffllEfr^WT*-^*^: tutrix 
U 

ffjf2Sft{ior*^, §mbfcii9E#i*#{fc^-*£itijE§ 

* tl ft & ? & fflE# #■ 0>J(B# tc ffi o T 

ffllSSIfffttl-Ctt, iSfs^r-^Srn^Y hm&T-NfTXM 
^ t\ZX V , NXiwW hOf-^^Mlt, *?U<£> 

r^SCi (l ^ i ^M) o#*«rtt*Ktat5- 

7*-* Sr#JlSM[HI»tt 9 ig bT^ff ttfltcigfg U 
fitfESfSttfl-tM*," S« b3tS1jia*ffir#{t:^-^«:S1fiaS 

fs«i^**r-#*sfitfia«-Pff-e-sts:^^T**to3ab, ^o 
« # £ n^c «■ ##Jir - * * Wtjf B N ft x m?U {c ^/&-r -5 c 
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[0 0 0 3] 

[*W#»*bJ: 5 irtSRH] b^b*^e>, 
bTi£ff£rfT ft-r — ^SriSfi 

•t- 5 altera, rtr#^*a3ajc#*«c^pflS:aL, i^ft £ 

i0 [0 0 0 4] £7t. 7*~*£f*& — 0<Z>Bf#»^lli-§-ffc; 

[0005] ±a!bfcFpm£&#&-r5/L# 
Wftsf-i-ftiaabrisw-rsr 9, *>8fci*-fHt 

[0 0 0 6] 

^^{ffior^^br^ft^tcitft-r-s^-sc^^^ u 

^-^*ffiia»»]im»»«f3SbrsfB«fl{casfSb, S9 
E^fEiair-te, smbfcfffiB^-Pf-i-^-^^itiiESff 

Wi:*^r-*-5miSliff#**:ffl^r«#*!i3Sb, ^<7>*g^ 

^ffi^Pt^fbteabTiSSfS-rsr irtcj: 9, ^5^icPt-^ 
[0 0 0 7 ] «3ftiH2 icfs^opf-^iiff ^i^:, 

■r— ^ ^i^{t{Bor*Pf *§r it brsfi«ifciSfS-*-s*^:«:M 

tilt, 4#ic, Mfl5iSfHffil-ctt % m{5^—?&¥fl£<D 

^ ^^#-^^^i^i(c^^-tl:5^*^, WE^j^f'J^ 

bfc^, *0*Pt*ft^-^femE»WlHl«»l»<9iSb 
TS« OTlcSfa b, ffiESWWt 8 ^, S«bfcB9E#«r 
^k^-^^WESWWir^^r-t'SBiFE^rtr-g-SiSrffl^ 

b jt » i ' j *f - # * -t n n a ft 5 «r #«t t* w % i t -r z> r 

5^ [0 0 0 8] ff^ri3{cE^<7)Pf-§-ilff^5<; 
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14. ^-^«ri*««r*»#{fcLrs««<ca«rs*-^: 
hMt*Nt7XM^iji:^I f )Lt, ^wftMSicW* 
^^rMLT, ;fr?Uco-r — i ( 1 < i <M) o# 

— * £ <en*t*s-r s mu^^m^m ^x st-g-^tea 

»«Uci£«U iWIESft«fl"Ctt, £«bfcfflE«-nr*fc 
^-^«Tl!9Efi««a^:* : fr-rSli1IIE*Pt#»«:fflt^r« 
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[0010] Hi {4*S6ft<Z>«l»^*3(t sw-g-afs** 

[ooii] ^-^srisfs-rsismttaw:, ^-^a^sp 
[0012] flUE^r-^A^wi tt, a^ses m*- 

2 14, 1 2 /<-T hl^f-^C^ 

9^5 1 2 <5 <fc 5 {zjrttu^r — '? t It, 

3 — 5:^^^^-^ "0x20" (16 

mm £it;!JQbT 5 l McfSif^^tSJ; ?lc 

ifc£ix£ t>OT-*>-5. fflEPff#»£j*fflJ5l4. Pt^fc^ 
[0 0 13] Sfc. mEi*fS«»J»»6tt, i^fflld^ftJ 
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§B8i4, ^— ^«rfift«D^iSft-rs*aas:ff o h<r>xh 

[0014]-^, #£»^»ffi<£>3:ftttif4. 
m& 9 . ^-^smss i o . ^mmum^ 1 1 , ^ 
i 2 , -r— * 1 3 . "r-f-smw 1 4 . 

[0015] mei«#»*#« 9 tt. iMftmir-^^n 

a ft ^«lic*5tt s^^o^j^^^tT-t- 
s^or-^So SUE^-iJ'S^kWi 2 14. Sff^-^ 
SrStlEBF-S-ftSrffl^ra-S-jtaa-rst^t 1 *? 0 , »W-r 

^ ^r*^-5 d fltE^— ^^jaai 414, st-e-r-^Sr^w 

1 5(4, ftjE^-^^^1 4 T'^^^ixfc^-^ 
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1, S(4^7 1 ^^'$r^-ro ETFHttl) . i^{f^(cJ:or 
Pff*ii«3ft«3SR*nixK ( S 2 : Y ) , Pf-^i^fB^«l^ 

j<? ffi\ Pt-B-aw^aR^tt'kWixfi ( s 2 : n ) , a« 

(4 ( S 2 : Y) , Sft(B0^<7>iiff «JR^R^, Pf-^ilff 
oa&a*£ffO?0(ca&)£ix£ (S3) o A^/^ixfci^ft 
^-^14, 5 12/^ hSfC7 f -^^f']«2-C»8<J*n 

5 ($4) 0 - ^^i^^^^-^co^m^^i'J^ 
^i4pf5^n-5o w^r% N{Sic5>i'i^n^^-^i4, 

[0018] *f— ?<om *fk*a3ffi(c«ffl$ixSPt-8-»i4 

Pff#»*J*ffl5-Cf^fi8:$n (S6) , Pf-§-^*^^7T- 
-^-^cO^^^ff 9 (S7) . ^OPf t»^*td«*7t 

•r-^^rrtf-g-asrfflt^rPt^bJasb (ss) , pf#{t 

5 (S9) e C<7)P#, Bfif *ft*a3li:rtr ^{b^ — ^^i^ft 

tem&?iz.Mfr-fz>&imxh v % niBo»«f-^^i* 

5(? #fb*aSSiX"ft^SB#(CI4. n - l{@ g OPf ^it^f— 9 
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* s/ir-^^i^fibrilft^j^T-r^ (S 1 0) o 

[0019] b 3 n&nmnmmizioij &m 

(S22) , P^^b^-^ogft^^^T-r 

[0021] W-S-flST*-*!*, -r — ^SflSfi 1 0iCj:o 
Tffl^ix6^*(: (S2 3) , **$ixfcW#fli*:ffl 
^Tt*— 1 2{C < fcoT«#*&3®£*L (S2 
4) , ^-*#««5i 3i:#i^ix5o 

ix£ (S2 5) o ^f&£fLfz'r~?tt"7 f — I 5 

iiff^r^T-r^ (S2 7) 0 
[0 0 2 2] CCO£?l^ i£ff^ — ^ictfc^r^ffl^— 
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"0 x 2 0" £r{£;E LT^S^, "0x0 
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[0 0 2 4 ] fllllBlllftO^lfifW, ^VtTa. — ^ 

m it ( c c co P£ ii ft *r 5t £; ftffl -T 6 C £ t> *> *> A, ^Tt£ 

[0025] ##j^-^&^n^h,ftft5i**»- 

[0 0 2 6] *«W*A#ft:LfcffiOieftcr)fl01B 
OPt *iifs **l:o^T0 2&U : ii] 3 LTRSt 

So 

[0 0 2 7 ] 5ti* % iUfsMT-l*, nyt'^^T'M^ 
nfciSft^-^-r — *A*3B 1 tc£ *) AJlZti (S 
i) , i3SfB#(c:j:orBff#3a«i4StRSixix(i (S2 : 
Y) , »#S«^««rfft\ Pt#&«#S«£nfctf;h, 

li (S2 : N) , ii#OPf*£:*lj;i| Lfc^ilfS 3ft«fT*3n 

So i*-§-iifso«-&(c» (S2 : y) . s« mt<omm 
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3) . A^^n^i^m^-^^4 o 9 6^<-r ht&m 

U n^J^r WW It, N — 6 4 , M=6 4 £ 

t*-*!*. T f -^^»ia52«Cio^T»«"Jto31$n (S 

4) , I^JBOt*— ^12. 

D1-M1N1, M 1 N 2 , M1N3, . . . , Ml N 
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[0 0 2 8 ] ^Tillff J«& 6 4?lJB«D7 f — * 

[0029] D64=M64N1, M64N2, M64 
N3, . . . , M64N64 

nfcJffiSfc: 1-64 <0#ffl#-J§-jftSfttt <bix, 0 6 60 <t 5 
ffl3^Ha$ttS (S 5) 0 

[0030] ^-^ow^ksaas^ttffl^ttsiit-e-ft 
12, m=6 4ffl»fc*«ti«*«t*ja«5T-^jS:$ix (S 
6) , 7 r^BB»pff#*^:^ffl^^rgfS«) 

^ Migfssn, S{B«0£i**»co#*r*rfT5 (S7) o r 

r #i<j## /t »fij^- ^ ^ m ^mzm ^ x m 
m^l ess) , m-%i££titzT~-<?&im%ri^-?m 

«W8*»bSfS«9Jcj36fi-rs (S9) o ^#{k 

-TS^^T^ s/-fe-^«r«« LTiiff ^Tt5 (SI 
0) . 

30 [0 0 3 1 ] gftll'jr'^, aift*JBc<7>SR{CI*#ii«^ii 
(S 2 1 : Y) ^5<h, gftiiyOPt-i-^^Pt^* 

#«9-c***n (s 2 2) , m^it^r-?<D§:mmm 

[ 0 0 3 2 ] Pf^-fb^— ZXtf— *Sft «5 1 0 J:oT 
gff^iX (S2 3) , i*fSfl0i***nfc6 4{icOPf^- 

(S 2 4) , "f-^mm^ l 3{;Si^^o 

-^^/5fe^5 l 4fli*f9f-^«)i^>f h @*^bJ(H# 

2 5) o &f&£i%fz'7—?tt'f-i?ttit)%bl 5iaoT 

a^^^^ (S2 6) , ^^^i^^ff^-^^^^tb^-r 
m £*&T-rs (s 2 7 > e 

[ 0 0 3 3 ] r<7}J;5{C. i^ff ^ — ^^rNff xm^iJcd^ 
5(? (0 0 3 4 ] 
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rtf*Hfc*uiLfcflL ^0*1*^1:5*— ^tfflE^WE* 

m is* » ^ - * £ ittjfss ft (si t * h me Pt * 

[0 0 3 5 ] W*ifi2(-IB«oie*5i«*^:(cJ: 

Pf Wtr- * *#JE4>S'lliIft»» 9 ig LT£ffWci£{f 
U ffiESfSffifl-CW:, £fBLfcME*l**{fc7*-*&m 
ES«flfli:*<ri-5l!9E«-rtr#»«:ffl^r«#*a3lL, 

[0 0 3 6 ] ^(btc, »3fc«3fcE*oi*#iS{&*3*:j; 
?|J<7)^— * fete i ( 1 ^ i £M) 0##Sr<+«+ T ^a*T 



'EfiWlWTW:. SftLfc^jE^Pf^-r-^^^iESff 

«it#*-r5iiirE*w*»*flB^ ifc "ca*te3iL. -econ 

/<? [12] PSr#iSfS**(7>iSft*J«Sr^-*-7n— ^^r— h 

xh& 0 

[04] Pf *aff#5S0>#SiJ^— ^<^7^ — s> 

So 

[8F*<ORW] 
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2 y^—^^m 

3 r-^iaai 
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6 iSfBfflffJttlffi 

7 Pff-^»**r«5 

8 ^asftas 

Jtf 9 Pf-^^^rSB 
1 0 7^— ^SfMB 



1 2 ^-^m-ff-ffclffl 

1 3 *f—9WftM 

14 7*— *-&jS*5 

1 5 v^-^ffi^^ 
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